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South

Guests Acceptable Use of IT: The Golden Rules

Welcome to your quick overview of what you need to know and do to use the Trust’s IT facilities safely, responsibly,
and effectively.

1 Security & Accounts

Connecting Safely: Always connect your personal devices to the HAB-Guest wireless network.

Keep Devices Secure: Any personal device accessing our network must be protected with a complex password,
passcode, or biometric login (fingerprint/facial recognition), and must lock when inactive.

Updates & Antivirus: Personal devices using the Trust's network must have the latest operating system security
updates installed (within 14 days of release) and run up-to-date antivirus software where available.

Loaned Equipment Care: If you are temporarily loaned Trust equipment (e.g., as a contractor or long-term
volunteer), you must treat it with care. Do not apply stickers, make physical modifications, or remove Trust asset
tags. Return all loaned hardware and chargers immediately upon completion of your visit.

Data & Confidentiality

Absolute Confidentiality: Treat any data shared with you by the Trust or its schools as strictly confidential. Never
share Trust, pupil, parent, or colleague data with third parties or external systems.

No Local Saving: Do not download, save, or sync personal data about pupils, staff, or parents onto your
personal devices.

i@ Al & Digital Tools

Protect Trust Data: You are strictly prohibited from uploading, sharing, or processing personal data, confidential
information, or Trust intellectual property into personal Al tools (such as ChatGPT, Gemini, or Claude).
Maintain Professional Standards: If using Al tools to assist in school-related work (e.g., creating resources), you
are personally responsible for ensuring the output is accurate, professional, and completely free of bias or
discriminatory language.

Prohibited Al Conduct: Never use generative Al tools to imitate someone without consent, bypass security, or
create inappropriate or defamatory content.

Communications & Behaviour

Media & Recording Restrictions: You are strictly prohibited from taking photos or recording videos of pupils,
staff, or school activities on any personal device (including mobile phones) without explicit, written authorisation
from the school’s Principal or your onsite contact.

No Wearable Recording Tech: To protect privacy and safeguarding, the use of smart glasses, smartwatches, or
any other wearable technology capable of discreetly capturing audio, video, or photos is strictly prohibited on
school premises.

Acceptable Network Use: Do not use the Trust's network to bypass internet filters, promote personal
businesses, or access, store, or distribute inappropriate, offensive, or discriminatory material. All guest network
traffic is monitored and filtered.

? What To Do If You Are Unsure?

If you suspect a cyber security incident or data breach: If you accidentally click a suspicious link, lose a personal
device with active Trust access, lose a loaned Trust device, or notice unauthorised activity, report it immediately
to your onsite Trust contact or the IT Support Team.

If you need IT Support: Do not contact the IT Helpdesk directly. Please report your support issue to your
designated onsite Trust contact, who will contact the IT team on your behalf.

If you are shared restricted data by mistake: If you are accidentally given access to or sent restricted folders,
files, or personal information, do not read, copy, or share them. Notify your onsite Trust contact or the school's
IT Manager immediately.

Failure to comply with these rules will result in the immediate revocation of your network and facility access, and may
result in the termination of your contract, volunteer agreement, or visitor permission.
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1. Rationale

Information Technology (IT) is integral to the work we do at the Haberdashers’ Academies Trust South and its
schools, and it is a critical resource for pupils, staff, governors, volunteers, and guests. It supports teaching
and learning, pastoral, and administrative functions of our schools.

However, our IT resources and facilities also pose risks to data protection, cyber security, online safety and
safeguarding. This policy sets out how we will make the best use of our IT resources while safely managing
those risks.

This policy covers all users of the Trust’s IT facilities.

2. Aims

This policy aims to:

1. set guidelines and rules on the use of Trust IT resources for all guest users

2. establish clear expectations for the way all members of our school communities engage with each
other online

3. support our policies on data protection, online safety and safeguarding

4. prevent disruption to the Trust through the misuse, or attempted misuse, of IT systems

5. support our schools in teaching pupils safe and effective internet and IT use

3. Scope:

Definitions

“The Trust”: Haberdashers’ Academies Trust South, including all its schools and business units. This policy
applies to all users in every school and every part of Haberdashers’ Academies Trust South, including when
working remotely

“IT facilities”: includes all facilities, systems and services including but not limited to network infrastructure,
desktop computers, laptops, tablets, phones, music players or hardware, software, websites, web applications
or services, and any device system or service which may become available in the future which is provided as
part of the IT service

“Users”: anyone authorised by the school or the Trust to use the IT facilities, including governors, staff, pupils,
volunteers, contractors, and guests

“Personal use”: any use or activity not directly related to the users’ employment, or study



“Authorised personnel”: employees authorised by the Trust to perform systems administration and/or
monitoring of the IT facilities

“Materials”: files and data created using the IT facilities including but not limited to documents, photos, audio,
video, printed output, web pages, social networking sites, and blogs

“Executive Team”: comprised of the CEO, the central Directors and the Principals

Types of Guest Users
For the purposes of this policy, “guests” is used as an umbrella term and may refer to:

e Parents and guardians — Individuals visiting the school for meetings, events, or other purposes relating
to their child.

e Visitors — Those invited to school premises for short-term visits, including guest speakers or event
attendees.

e Contractors — External individuals or organisations carrying out work or services on behalf of the
school or Trust.

e Volunteers — Individuals giving their time to support the school community without pay.

e External professionals — Individuals such as educational consultants, social workers, inspectors, or
researchers collaborating with the school or Trust

While the principles of acceptable use apply to all guest users, specific access rights and responsibilities may
vary depending on the type of guest. The Trust reserves the right to limit or tailor IT access accordingly.

4. Implementation:

Acceptable Use

The following is considered unacceptable use of the Trust’s IT facilities by any user. Any breach of this policy
may result in disciplinary or behaviour proceedings (see section 4.2 below).

Unacceptable use of the Trust’s IT facilities includes:

e using the Trust’s IT facilities to breach intellectual property rights or copyright

e using the Trust’s IT facilities to bully or harass someone else, or to promote unlawful discrimination

e breaching the Trust’s policies or procedures

e any illegal conduct, or statements which are deemed to be advocating illegal activity

e online gambling, inappropriate advertising, phishing and/or financial scams

e accessing, creating, storing, linking to, or sending material that is pornographic, offensive, obscene, or
otherwise inappropriate

e consensual and non-consensual sharing of nude and semi-nude images and/or videos and/or
livestreams (also known as sexting or youth-produced sexual imagery)

e activity which defames or disparages the school or the Trust, or risks bringing the school or the Trust
into disrepute

e sharing confidential information about the Trust, its pupils, or other individuals without a legitimate
reason

e connecting any device to the Trust’s IT network without approval from authorised personnel



e setting up any software, applications, or web services on the Trust’s network without approval by
authorised personnel, or creating or using any program, tool or item of software designed to interfere
with the functioning of the IT facilities, accounts, or data

e gaining, or attempting to gain, access to restricted areas of the network, or to any password-protected
information, without approval from authorised personnel

e allowing, encouraging, or enabling others to gain (or attempt to gain) unauthorised access to the
Trust’s IT facilities

e causing intentional damage to IT facilities, including damage to the data stored on them

e removing, deleting, or disposing of IT equipment, systems, programs, or information without
permission by authorised personnel

e causing a data breach by accessing, modifying, or sharing data (including personal data) to which a
user is not supposed to have access, or without authorisation

e using inappropriate or offensive language

e promoting a private business, unless that business is directly related to the Trust

e using websites or mechanisms to bypass the Trust’s filtering mechanisms

e engaging in content or conduct that is radicalised, extremist, racist, anti-Semitic, or discriminatory in
any other way

This is not an exhaustive list. The Trust reserves the right to amend this list at any time. The Executive Team
will use professional judgement to determine whether any act or behaviour not on the list above is considered
unacceptable use of the Trust’s IT facilities.

4.1 Exceptions from Unacceptable Use

Where the use of school IT facilities is required for a purpose that would otherwise be considered an
unacceptable use, exemptions to the policy may be granted at the Principal’s discretion, if they judge that
there is a legitimate reason for this use and that it is not unlawful.

Where these exemptions may affect the security or integrity of the Trust’s IT facilities, authorisation must be
sought from the Director of IT.

Exceptions should be recorded and communicated in writing by the Principal to the school’s IT Manager,

Business Manager and the Director of IT.

4.2 Sanctions for breaching this policy

Breaches of this policy may result in sanctions against the individuals responsible for those breaches. The
sanctions will be appropriate to the nature of the breach.

5. Data security

5.1.1 Passwords

All users of the Trust’s IT facilities should set strong passwords for their accounts and keep these passwords
secure. A password policy is in place on our systems to prevent the use of weak passwords, and passwords
will require changing periodically.

Users are responsible for the security of their passwords and accounts, and for setting permissions for
accounts and files they control.



Parents, guest (including volunteers) who disclose account or password information will have their access
rights revoked.

Any personal devices accessing the Trust’s network (whether remotely or within school) should be configured
with a complex password or passcode to prevent unauthorised access and should be screen-locked or logged
out when not in use.

5.2 Software updates, firewalls, and anti-virus software

All the Trust’s IT devices that support software updates, security updates, and anti-virus products will be
configured to perform such updates regularly and/or automatically.

Users must not circumvent or make any attempt to circumvent the administrative, physical, and technical
safeguards we implement and maintain to protect personal data and the Trust’s IT facilities.

Any personal devices using the Trust’s IT facilities (either remotely or within school) must operate with the
latest security updates installed. All available critical and important security updates must be installed within
14 days of release to reduce the threat of a cyber security breach. Anti-virus software must be installed if
available and be kept up-to-date. Information on protecting your device is available here.

5.3 Data protection

All personal data must be processed and stored in line with data protection regulations and the Trust’s Data
Protection Policy, which can be found on the Trust and school websites.

Guests must not share any data that is provided to them with any third parties or systems that are not

managed by the Trust or Schools. Any data that is shared with guests should be treated as confidential.

5.4 Access to facilities and materials

All users of the Trust’s IT facilities will have clearly defined access rights to Trust systems, files, and devices.
These access rights are managed by the Trusts IT team.

Users should not access, or attempt to access, systems, files, or devices to which they have not been granted
access. If access is provided in error, or if something a user should not have access to is shared with them, they
should alert the IT manager immediately.

Users should always log out of systems or lock their equipment when they are not in use to avoid any
unauthorised access. Equipment and systems should always be logged out of at the end of each working day.

5.5 Encryption

The Trust ensures that its devices and systems have an appropriate level of encryption.

Personal devices such as phones, tablets and laptops that are connected to our systems must be protected
with encryption if available. Information on protecting your device is available here.

5.6 USB hard drives

Use of removable storage devices such as USB hard drives or ‘memory sticks’ is prohibited. If you need to use
an external device, you will need to get the access approved by your local IT Team.


https://www.ncsc.gov.uk/guidance/securing-your-devices
https://www.ncsc.gov.uk/guidance/securing-your-devices

5.7 Reporting Cyber Security Incidents
While using the Trust's network, systems, or devices, guests must remain vigilant against cyber threats.

If a guest suspects a security incident has occurred, they must immediately inform their onsite Trust contact
or the IT Support Team. Examples of incidents that must be reported include:

e Accidentally clicking a suspicious link or providing credentials to a potentially fraudulent website while
connected to the Trust network.

e Losing a personal device that has active access to Trust systems or data.

e Losing any Trust-owned device that has been temporarily loaned to them.

e Noticing unauthorised access or unusual activity on a guest account provided by the Trust.

6. Internet access

The Trust’s Internet connection is secured using a firewall and other network security technologies.

Wireless access to the Internet is provided in most areas in school. Personal devices should be connected to
the ‘HAB-BYOD’ wireless network (using your Office 365 login). Guests should select the ‘HAB-Guest’ wireless
network (and follow on-screen prompts). School-managed devices automatically make use of the ‘HAB-Wifi’
wireless network (users must not connect personal devices to this network).

Access to the Web is filtered, in line with legislation. If an appropriate site has been filtered in error, the Trust
IT team can be informed via the link in the resulting error message, or via the service desk. If an inappropriate
site can be accessed that the filter hasn’t identified, the IT manager must be informed.

6.1 Parents and Guests

Parents and Guests to the Trust are permitted to use the Trust’s WiFi via the ‘HAB-Guest’ network.

When connecting to ‘HAB-Guest’, they must supply their name, an email address and company if they are
from an external company.

All traffic on this network is monitored and filtered in line with the Trusts data protection policies.

7. Communications

This policy is available on the Intranet, which can be accessed by all Trust staff. All new staff joining the Trust
will be requested to read and understand this policy as part of their Induction.

8. Monitoring & Review

The Trust Executive and the Director of IT will monitor the implementation of this policy, including ensuring
that it is updated to reflect the needs and circumstances of the Trust and its schools.

This policy will be reviewed annually. The Trust’s Senior Directors are responsible for approving this policy.



9. Guests

9.1 Access to Trust IT facilities and materials

The IT team of the Trust is responsible for managing guest access to IT facilities and materials provided by the
Trust. This includes but is not limited to, computers, laptops, tablets, phones, and other devices.

Guests must obtain permission before accessing or using the school's IT equipment or network.

The Trust's local IT team is responsible for providing IT support to the guests. In case of a support issue, guests
are advised to inform their onsite contact, who will then contact the IT team on their behalf.

9.1.1 Loaned Equipment

In certain circumstances, guests (such as contractors, external professionals, or long-term volunteers) may be
temporarily loaned Trust-owned IT equipment to fulfil their duties.

e Care and Madification: Any loaned hardware remains the property of the Trust. Guests must treat
the equipment with care and must not physically modify it in any way. This includes a strict prohibition
on applying stickers, decals, or removing official Trust asset tags.

e Return of Equipment: All loaned IT equipment, including chargers and peripherals, must be returned
to the IT department or the guest's onsite contact immediately upon the completion of their visit,
project, or contract.

9.2 Personal devices

Guests are permitted to connect their personal devices such as laptops, phones, or tablets to the HAB-Guest
network. You will be required to register with your email address, an account will be created for you which
will expire after 24 hours. If you require access for longer, you will need to inform the local IT department who
will extend the expiration of your guest account.

9.2.1 Media Capture and Wearable Technology

To protect the privacy and safeguarding of our pupils and staff, guests must not use smart glasses,
smartwatches, or any other wearable technology capable of discreetly recording audio, video, or capturing
images on school premises.

Furthermore, guests are strictly prohibited from taking photographs or recording videos of pupils, staff, or
school activities on any personal device (including mobile phones) without explicit, prior authorisation from
the school's Principal or their designated onsite contact.

9.2.2 Medical and accessibility needs

These expectations may be adjusted where a guest needs technology for a medical reason, disability, special
educational need or agreed accessibility support. Any exception must be agreed with the school and recorded
in the pupil’s support plan, healthcare plan or other authorised arrangement. Pupils must use the technology
only for the agreed purpose and follow any conditions set by the school.



9.3 Liability

Guests are personally responsible for the proper use and protection of their personal devices and data.

The school will not be held liable for any damages, loss of data, or unauthorised access resulting from the use
of personal devices.

9.4 Useof AL

The Trust recognises the potential of generative Al to enhance teaching, learning, and administration, when
used appropriately, ethically, and in alignment with our values and safeguarding responsibilities.

Permitted Use

Guests are permitted to use generative Al to assist in their work such as the creation of teaching and learning
resources.

Use of generative Al tooling should be limited to school-related purposes and in line with the Trust’s Data
Protection Policy.

Guests may use personal Al accounts to support their work only where the activity does not involve uploading,
sharing, or processing personal data, confidential information, or Trust intellectual property. Personal Al
accounts must not be used to store or process any information that could identify individuals, breach
confidentiality agreements, or compromise the Trust’s data security obligations. Guests are responsible for
ensuring all outputs meet Trust standards for accuracy, professionalism, and confidentiality.

Confidentiality and Security

Guests must not share any confidential or sensitive information with generative tooling, including but not
limited to passwords, personally identifiable information, or other confidential information.

Only approved Al tools should be used for any work involving personal, pupil, or confidential data - particularly
important for non-teaching staff such as data managers, business managers, and administrators.

Guests must protect their login credentials and ensure that generative tooling accounts are not accessible to
unauthorised individuals.

Generative Al systems must be used in compliance with all applicable laws and regulations, including data
protection and privacy laws.

The Trust reserves the right to review and monitor all communications shared with generative systems,
including messages, prompts, attachments, and files.

All guests must be aware of their responsibilities for protecting confidential and sensitive information and
must take all necessary steps to safeguard privacy and security when using generative Al tooling.

Prohibited Use
e Never imitate someone without their explicit consent using generative Al.
e Never create illegal, discriminatory, defamatory, or inappropriate content.
e Never share confidential or sensitive information with unauthorised individuals.
e Never compromise the security or integrity of the schools using generative Al systems.
o Always comply with data protection and privacy laws.



10. Related documents

This policy refers to, and complies with, the following legislation and guidance:

e Data Protection Act 2018

e The General Data Protection Regulation

e Computer Misuse Act 1990

e Human Rights Act 1998

e The Telecommunications (Lawful Business Practice) (Interception of Communications) Regulations
2000

e Education Act 2011

e Freedom of Information Act 2000

e The Education and Inspections Act 2006

e Keeping Children Safe in Education 2023

e Searching, screening and confiscation: advice for schools

e National Cyber Security Centre (NCSC)

e Education and Training (Welfare of Children Act) 2021

e Generative Artificial Intelligence in Education



http://www.legislation.gov.uk/ukpga/2018/12/contents/enacted
http://www.legislation.gov.uk/ukpga/2018/12/contents/enacted
https://www.legislation.gov.uk/ukpga/1990/18/contents
https://www.legislation.gov.uk/ukpga/1998/42/contents
https://www.legislation.gov.uk/uksi/2000/2699/regulation/3/made
https://www.legislation.gov.uk/uksi/2000/2699/regulation/3/made
http://www.legislation.gov.uk/ukpga/2011/21/section/2/enacted
https://www.legislation.gov.uk/ukpga/2000/36/contents
https://www.legislation.gov.uk/ukpga/2006/40/part/7/chapter/1
https://www.gov.uk/government/publications/keeping-children-safe-in-education--2
https://www.gov.uk/government/publications/searching-screening-and-confiscation
https://www.ncsc.gov.uk/section/education-skills/cyber-security-schools
https://bills.parliament.uk/bills/2633
https://www.gov.uk/government/publications/generative-artificial-intelligence-in-education

	1. Rationale
	2. Aims
	3. Scope:
	Definitions
	Types of Guest Users

	4. Implementation:
	Acceptable Use
	4.1 Exceptions from Unacceptable Use
	4.2 Sanctions for breaching this policy

	5. Data security
	5.1.1 Passwords
	5.2 Software updates, firewalls, and anti-virus software
	5.3 Data protection
	5.4 Access to facilities and materials
	5.5 Encryption
	5.6 USB hard drives
	5.7 Reporting Cyber Security Incidents

	6. Internet access
	6.1 Parents and Guests

	7. Communications
	8. Monitoring & Review
	9. Guests
	9.1 Access to Trust IT facilities and materials
	9.1.1 Loaned Equipment

	9.2 Personal devices
	9.2.1 Media Capture and Wearable Technology
	9.2.2 Medical and accessibility needs

	9.3 Liability
	9.4 Use of A.I.
	Permitted Use
	Confidentiality and Security
	Prohibited Use



