Haberdashers’
Academies Trust

Staff Acceptable Use of IT: The Golden Rules

This one-page summary highlights your core responsibilities as a member of staff at the Trust. You are expected to read,
understand, and comply.

1| Security & Accounts

Protect Your Credentials: Set complex passwords and never disclose account or password details to anyone.
Multifactor Authentication (MFA): You must configure and use MFA via the approved authentication app when
accessing Trust resources away from the school network.

Lock Before You Walk: Always secure your screen (e.g., Windows Key + L) whenever stepping away from your
device. Log out completely at the end of each working day.

Physical & Hardware Care: You are responsible for the physical security of your assigned equipment. Do not
apply stickers, paint, or permanent modifications, and never leave devices visible in unattended vehicles.
Software Updates: Install all pushed software updates within 48 hours of receipt. Personal devices accessing
Trust facilities must have the latest security updates installed within 14 days of release.

Data & Confidentiality

Storage Limitations: Save all work-related documents directly to the Trust's central cloud storage (OneDrive or
SharePoint). Never save pupil, parent, or colleague personal data onto a personal device.

Procurement Vetting: Do not buy, subscribe to, or sign up for "free" trials of digital tools, websites, or apps
without a mandatory IT consultation and a completed Data Protection Privacy Impact Assessment (DPIA).
Shadow IT is strictly forbidden.

Al & Digital Tools

Approved Platforms Only: Microsoft Copilot is currently the only approved Al tool for processing Trust data.
Anonymise Prompts: Never include personally identifiable information (Pll)—such as student names,
safeguarding notes, or attainment data—in any Al prompt or upload.

Verify Output: You are entirely responsible for the accuracy, professionalism, and inclusivity of any Al-assisted
work or data analysis. Critical evaluation is required before using Al outputs.

Meeting Transcripts: Do not use unapproved Al tools to record or transcribe meetings. Microsoft Teams may be
used, but the resulting files must remain securely in your OneDrive folder.

Communications & Behaviour

Official Channels Only: Conduct all work-related correspondence exclusively through your Trust email and
Microsoft Teams. Personal messaging platforms (e.g., WhatsApp) must not be used for work.

Guard Personal Details: Never share your personal email address or phone number with pupils or parents.
Media & Recording: Never take photos or recordings of pupils on personal devices or cameras. Always seek
explicit permission from all participants before recording a telephone or Teams call.

Professional Standards: Do not use the Trust network to bypass filters, promote private businesses, or access,
create, or distribute inappropriate, discriminatory, or offensive material. All electronic communications are
legally retrievable and continuously monitored.

? What To Do If You Are Unsure?

If you suspect a cyber security incident, data breach, or mistake: Report it immediately to your school's IT
support team without fear of punitive action. Early reporting is vital to protect our school community. This
includes clicking a suspicious link, losing a device, noticing unexpected account activity, or sending an email
containing personal data to the wrong person.

If you want to use a new software tool or Al app: Check the IT Services Hub or submit a formal evaluation
request to your line manager and the Director of IT before downloading or creating an account.

If you encounter unexpected data: If you are accidentally granted access to restricted folders or files you
shouldn't see, do not read or share the contents. Notify your school's IT Manager immediately.

Failure to adhere to these rules may result in the withdrawal of IT access and formal disciplinary action, up to and
including dismissal for gross misconduct.


https://haberdashersaskes.sharepoint.com/:u:/r/sites/IT-Services/SitePages/A.I.aspx?csf=1&web=1&e=wWCHdC
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1. Rationale

Information Technology (IT) is integral to the work we do at the Haberdashers’ Academies Trust South and its
schools, and it is a critical resource for pupils, staff, governors, volunteers, and visitors. It supports teaching
and learning, pastoral, and administrative functions of our schools.

However, our IT resources and facilities also pose risks to data protection, cyber security, online safety and
safeguarding. This policy sets out how we will make the best use of our IT resources while safely managing
those risks.

This policy covers all staff users of the Trust’s IT facilities.

2. Aims

This policy aims to:

set guidelines and rules on the use of Trust IT resources for all staff

establish clear expectations for the way all members of our school communities engage online
support our policies on data protection, online safety and safeguarding

prevent disruption to the Trust through the misuse, or attempted misuse, of IT systems
support our schools in teaching pupils safe and effective internet and IT use
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3. Scope:

Definitions

“The Trust”: Haberdashers’ Academies Trust South, including all its schools and business units. This policy
applies to all users in every school and every part of Haberdashers’ Academies Trust South, including when
working remotely

“IT facilities”: includes all facilities, systems and services including but not limited to network infrastructure,
desktop computers, laptops, tablets, phones, music players or hardware, software, websites, web applications
or services, and any device system or service which may become available in the future which is provided as
part of the IT service

“Users”: anyone authorised by the school or the Trust to use the IT facilities, including governors, staff, pupils,
volunteers, contractors, and visitors

“Personal use”: any use or activity not directly related to the users’ employment, or study

“Authorised personnel”: employees authorised by the Trust to perform systems administration and/or
monitoring of the IT facilities



“Materials”: files and data created using the IT facilities including but not limited to documents, photos, audio,
video, printed output, web pages, social networking sites, and blogs

“Executive Team”: comprised of the CEO, the central Directors and the Principals

4. Implementation:

Acceptable Use

The following is considered unacceptable use of the Trust’s IT facilities by any user. Any breach of this policy
may result in disciplinary or behaviour proceedings (see section 4.2 below).

Unacceptable use of the Trust’s IT facilities includes:

using the Trust’s IT facilities to breach intellectual property rights or copyright

using the Trust’s IT facilities to bully or harass someone else, or to promote unlawful discrimination
breaching the Trust’s policies or procedures

any illegal conduct, or statements which are deemed to be advocating illegal activity

online gambling, inappropriate advertising, phishing and/or financial scams

accessing, creating, storing, linking to, or sending material that is pornographic, offensive, obscene, or
otherwise inappropriate

consensual and non-consensual sharing of nude and semi-nude images and/or videos and/or
livestreams (also known as sexting or youth-produced sexual imagery)

activity which defames or disparages the school or the Trust, or risks bringing the school or the Trust
into disrepute

sharing confidential information about the Trust, its pupils, or other individuals without a legitimate
reason

connecting any device to the Trust’s IT network without approval from authorised personnel

setting up any software, applications, or web services on the Trust’s network without approval by
authorised personnel, or creating or using any program, tool or item of software designed to interfere
with the functioning of the IT facilities, accounts, or data

gaining, or attempting to gain, access to restricted areas of the network, or to any password-protected
information, without approval from authorised personnel

allowing, encouraging, or enabling others to gain (or attempt to gain) unauthorised access to the
Trust’s IT facilities

causing intentional damage to IT facilities, including damage to the data stored on them

removing, deleting, or disposing of IT equipment, systems, programs, or information without
permission by authorised personnel

causing a data breach by accessing, modifying, or sharing data (including personal data) to which a
user is not supposed to have access, or without authorisation

using inappropriate or offensive language

promoting a private business, unless that business is directly related to the Trust

using websites or mechanisms to bypass the Trust’s filtering mechanisms

engaging in content or conduct that is radicalised, extremist, racist, anti-Semitic, or discriminatory in
any other way



This is not an exhaustive list. The Trust reserves the right to amend this list at any time. The Executive Team
will use professional judgement to determine whether any act or behaviour not on the list above is considered
unacceptable use of the Trust’s IT facilities.

4.1 Exceptions from Unacceptable Use

Where the use of school IT facilities is required for a purpose that would otherwise be considered an
unacceptable use, exemptions to the policy may be granted at the Principal’s discretion, if they judge that
there is a legitimate reason for this use and that it is not unlawful.

Where these exemptions may affect the security or integrity of the Trust’s IT facilities, authorisation must be
sought from the Director of IT.

Exceptions should be recorded and communicated in writing by the Principal to the school’s IT Manager,

Business Manager and the Director of IT.

4.2 Sanctions for breaching this policy

Breaches of this policy may result in sanctions against the individuals responsible for those breaches. The
sanctions will be appropriate to the nature of the breach this could include action under the disciplinary policy,
up to and including dismissal for gross misconduct.

5. Data security

5.1.1 Passwords

All users of the Trust’s IT facilities should set strong passwords for their accounts and keep these passwords
secure. A password policy is in place on our systems to prevent the use of weak passwords, and passwords
will require changing periodically.

Users are responsible for the security of their passwords and accounts, and for setting permissions for
accounts and files they control.

Members of staff who disclose account or password information may face disciplinary action and may have
their access rights revoked.

Any personal devices accessing the Trust’s network (whether remotely or within school) should be configured
with a complex password or passcode to prevent unauthorised access and should be screen-locked or logged
out when not in use.

5.1.2 Multifactor Authentication

Staff are required to set up Multifactor Authentication on their account. Authentication will only be required
when accessing resources away from the school network. This can be configured using an authentication app
using the following link: https://aka.ms/mfasetup



https://aka.ms/mfasetup

5.2 Software updates, firewalls, and anti-virus software

All the Trust’s IT devices that support software updates, security updates, and anti-virus products will be
configured to perform such updates regularly and/or automatically. All software updates that are pushed out
to user devices must be installed within 48 hours of being received. If required, the device must also be
rebooted to apply the update.

Users must not circumvent or make any attempt to circumvent the administrative, physical, and technical
safeguards we implement and maintain to protect personal data and the Trust’s IT facilities.

Any personal devices using the Trust’s IT facilities (either remotely or within school) must operate with the
latest security updates installed. All available critical and important security updates must be installed within
14 days of release to reduce the threat of a cyber security breach. Anti-virus software must be installed if
available and be kept up-to-date. Information on protecting your device is available here.

5.3 Data protection

All personal data must be processed and stored in line with data protection legislation and the Trust’s Data
Protection Policy, which can be found on the Intranet and on the Trust and school websites.

5.4 Access to facilities and materials

All users of the Trust’s IT facilities will have clearly defined access rights to Trust systems, files, and devices.
These access rights are managed by the Trusts IT team.

Users should not access, or attempt to access, systems, files, or devices to which they have not been granted
access. If access is provided in error, or if something a user should not have access to is shared with them, they
should alert the IT manager immediately.

Users should always log out of systems or lock their equipment when they are not in use to avoid any

unauthorised access. Equipment and systems should always be logged out of at the end of each working day.

5.5 Encryption

The Trust ensures that its devices and systems have an appropriate level of encryption.

Personal devices such as phones, tablets and laptops that are connected to our systems must be protected
with encryption if available. Information on protecting your device is available here.

5.6 USB hard drives

Use of removable storage devices such as USB hard drives or ‘memory sticks’ is prohibited. If you need to use
an external device, you will need to get the access approved by your local IT Team.

5.7 Cyber Incident and Breach Reporting

The Trust recognises that cyber incidents, such as falling victim to a phishing scam, can happen to anyone.
Speed is critical in mitigating the impact of a cyber attack or data breach.

If you suspect a security incident has occurred, you must report it immediately to your schools IT support
team.


https://www.ncsc.gov.uk/guidance/securing-your-devices
https://www.ncsc.gov.uk/guidance/securing-your-devices

Examples of incidents that must be reported include:

e C(Clicking on a suspicious link, providing credentials to a fake login page, or opening an unexpected
attachment in an email (phishing).

e Suspecting your password or Multifactor Authentication (MFA) has been compromised or shared.

e losing a Trust-owned device (laptop, tablet, mobile phone) or a personal device that has access to
Trust systems or emails.

e Noticing unusual activity on your account, such as emails or Teams messages being sent without your
knowledge.

Staff are encouraged to report these incidents promptly and without fear of punitive action. Early reporting is
essential to protect the Trust’s data, infrastructure, and school community.

6. Internet access

The Trust’s Internet connection is secured using a firewall and other network security technologies.

Wireless access to the Internet is provided in most areas in school. Personal devices should be connected to
the ‘HAB-BYOD’ wireless network (using your Office 365 login). School-managed devices automatically make
use of the ‘HAB-Wifi’ wireless network (users must not connect personal devices to this network).

Access to the Web is filtered, in line with legislation. If an appropriate site has been filtered in error, the Trust
IT team can be informed via the link in the resulting error message, or via the service desk. If an inappropriate
site can be accessed that the filter hasn’t identified, the IT manager must be informed.

6.2 Parents and visitors

Parents and visitors to the Trust are permitted to use the Trust’s WiFi via the ‘HAB-Guest’ network.

When connecting to ‘HAB-Guest’, they must supply their name, an email address and company if they are
from an external company.

All traffic on this network is monitored and filtered in line with the Trusts data protection policies.

7. Communications

This policy is available on the Intranet, which can be accessed by all Trust staff. All new staff joining the Trust
will be requested to read and understand this policy as part of their Induction.

8. Monitoring & Review

The Trust Executive and the Director of IT will monitor the implementation of this policy, including ensuring
that it is updated to reflect the needs and circumstances of the Trust and its schools.

This policy will be reviewed annually. The Trust’s Senior Directors are responsible for approving this policy.



9. Staff (including governors, volunteers, and contractors)

9.1 Access to Trust IT facilities and materials

The Trusts IT team manages access to the Trust’s IT facilities and materials for all users. This includes, but is
not limited to:

e computers, laptops, tablets, phones, and other devices
e access permissions for certain programmes or files

The Trust IT team provides IT support for these facilities and materials. In case of any IT-related issue, staff
should contact the helpdesk at the site they reside in or are visiting.

Every staff member is provided with unique log-in/account information and passwords that must be used
when accessing the Trust’s IT facilities. When accessing resources remotely, staff must authenticate using
Multifactor Authentication.

If any staff member has access to files they are not authorised to view, they must contact their IT manager
immediately.

9.1.1 Device Management and Physical Security

This section outlines the expectations and responsibilities for staff regarding the physical care, security, and
management of both Trust-owned and personal devices used for work purposes.

1. Physical Device Security Staff are responsible for the physical security of any Trust-owned equipment
assigned to them, both on and off school premises.

e Transport and Storage: Devices must never be left visible in unattended vehicles. When transporting
devices, they should be kept out of sight (e.g., in a locked boot) and brought indoors overnight.

e Working in Public Spaces: When using devices in public spaces or while commuting, staff must
remain vigilant against 'shoulder surfing' (unauthorised individuals viewing the screen) to protect
sensitive pupil or Trust data.

e Unattended Devices: Devices must be physically secured when left unattended for extended
periods. Staff must always lock their screen (e.g., Windows Key + L) whenever stepping away from
their device, whether in a classroom, office, or at home.

2. Condition and Modification of Trust Devices Trust-owned devices remain the property of the Trust and
must be kept in good, professional working order.

e No Personalisation: Staff must not alter the physical appearance of Trust devices. The application of
stickers, decals, paint, or any other permanent or semi-permanent modifications to laptops, tablets,
or other hardware is strictly prohibited.

e Asset Tags: Official Trust asset tags or security markings must not be removed, obscured, or
tampered with.

e Damage: Any accidental damage or hardware faults must be reported to the IT Helpdesk
immediately so that repairs can be arranged.



3. End of Employment and Offboarding (Leavers and Movers) When a staff member’s employment with the
Trust ends, or if they move to a role where the device is no longer required, specific procedures must be
followed:

e Return of Hardware: All Trust-owned IT equipment, including laptops, chargers, tablets, mobile
phones, and peripherals, must be returned to the IT department on or before the final day of
employment.

e Data Storage: Staff must ensure that all Trust-related documents and data are saved to the Trust’s
central cloud storage (e.g., OneDrive or SharePoint) and not left exclusively on the device's local
hard drive.

e Access Revocation: Upon termination of employment, all access to Trust networks, email accounts,
and digital systems will be immediately revoked.

9.1.2 Use of email and messaging tools (Microsoft Teams, Zoom, Google Meet)
The Trust provides each member of staff with an email account and a Microsoft Teams account. Users can
also connect using tools like Zoom or Google Meet if joining external meetings.

These accounts should be used for work purposes only. See 9.2 for exceptions.

All work-related email correspondence should be conducted using the email address the Trust has provided.
All work-related instant messaging should be sent through Microsoft Teams.

Personal email addresses and other instant messaging accounts (e.g., WhatsApp, iMessage, Skype) are not
monitored by our systems and must not be used for work purposes unless explicitly agreed, for example,
within the business continuity and critical incident plans. If messages are sent on these platforms as part of
emergency contact, personal data should not be disclosed and formal communication channels (emails and
Microsoft Teams) should be resumed as soon as possible. Staff should be aware that using personal accounts
for work may create a legal right for any individuals discussed in those messages to gain access to them.

Staff must not share their personal email addresses with parents and pupils.

Staff must take care with the content of all email messages, as incorrect or improper statements can give rise
to claims for discrimination, harassment, defamation, breach of confidentiality or breach of contract.

Email messages and messages on Teams and Zoom are required to be disclosed in legal proceedings or in
response to requests from individuals under the Data Protection Act 2018 in the same way as paper
documents. Deletion from a user’s inbox does not mean that an email or message cannot be recovered for
the purposes of disclosure. All email messages and Teams/Zoom messages should be treated as retrievable.

Staff must take extra care when sending sensitive or confidential information by email. Any attachments
containing sensitive or confidential information should be encrypted so that the information is only accessible
by the intended recipient.

If staff receive an email in error, the sender should be informed, and the email deleted. If the email contains
sensitive or confidential information, the user must not make use of that information or disclose that
information.

If staff send an email in error which contains the personal information of another person, they must inform
the Area IT manager and the Director of IT immediately and follow the data breach procedure. The schools
Data protection officer (DPO) or Trust DPO should also be informed about any possible data breaches. The
Data Protection policy contains more information including the DPO details.



https://haberdashersaskes.sharepoint.com/sites/PoliciesandPractices/SitePages/Policies.aspx
https://haberdashersaskes.sharepoint.com/sites/PoliciesandPractices/SitePages/Policies.aspx

9.1.3 Making and receiving phone calls

Staff must only use phones provided by the Trust or Microsoft Teams to conduct work-related business phone
calls. Text-based messages must not be sent to colleagues via any means other than Microsoft Teams or work
email.

Staff must not give their personal phone numbers to parents or pupils. If it is necessary (e.g. due to an
emergency) to call a parent or student from a personal phone, you must prefix the number you are dialling
with 141 to mask/withhold your own number.

Staff must not take pictures or recordings of pupils on their personal phones or cameras.
Trust phones must not be used for personal matters.

Staff who are provided with mobile phones as equipment for their role must abide by the same rules for
acceptable use of IT as set out in section 4. Please also refer to the Trust’s safeguarding policy for further
information about the appropriate use of mobile phones.

9.1.4 Recording of phone calls, and Teams calls/meetings
The Trust can record incoming and outgoing phone conversations, and staff can record a Teams meeting they
are a participant of.

Staff may also record telephone calls (if the feature is enabled for them — this is enabled by exception). Staff
who would like to record a telephone conversation should speak to their IT team.

If you record calls or meetings:

e permission must be sought from all participants before recording

e participants must be informed of the reasons for recording the call

e participants must be informed of what will be done with the recording and how long it will be stored,
as per the Trust’s Data Retention Guidelines (available on Habs Hub)

9.1.5 Trust Al Acceptable Use Policy (Staff)

The Trust recognises the potential of generative Al to enhance teaching, learning, and administration, when
used appropriately, ethically, and in alignment with our values and safeguarding responsibilities.

Permitted Use

Staff are permitted to use generative Al to assist in their work such as the creation of teaching and learning
resources.

Use of generative Al tooling should be limited to school-related purposes and in line with the Trust’s Data
Protection Policy.

All assets created using generative Al systems must be professional and respectful. Staff must avoid using
offensive or abusive language and must refrain from engaging in any behaviour that could be considered
discriminatory, harassing, or biased.

Staff may use personal Al accounts to support their work only where the activity does not involve uploading,
sharing, or processing personal data, confidential information, or Trust intellectual property. Personal Al
accounts must not be used to store or process any information that could identify individuals, breach
confidentiality agreements, or compromise the Trust’s data security obligations. Staff are responsible for
ensuring all outputs meet Trust standards for accuracy, professionalism, and confidentiality.


https://haberdashersaskes.sharepoint.com/sites/PoliciesandPractices/SitePages/Safeguarding.aspx

Confidentiality and Security

Staff must not share any confidential or sensitive information with generative tooling, including but not limited
to passwords, personally identifiable information,, and other confidential information.
Only approved Al tools should be used for any work involving personal, pupil, or confidential data —
particularly important for non-teaching staff such as data managers, business managers, and administrators.

Staff must protect their login credentials and ensure that generative tooling accounts are not accessible to
unauthorised individuals.

Generative Al systems must be used in compliance with all applicable laws and regulations, including data
protection and privacy laws.

The Trust reserves the right to review and monitor all communications shared with generative systems,
including messages, prompts, attachments, and files.

All staff must be aware of their responsibilities for protecting confidential and sensitive information and must
take all necessary steps to safeguard privacy and security when using generative Al tooling.

Tool Approval

Staff wishing to use new Al tools outside the existing approved list must seek approval from their line manager
and the Director of IT, who will assess the data protection and pedagogical impact before authorisation. The
following form must be completed and approved before any new Al tools can be used.

Al Tool Assessment Template.docx

A list of approved tools is published on the IT Services Page - Artificial Intelligence

Digital Literacy

Staff are expected to develop a foundational understanding of how generative Al works, including its
limitations, and to critically evaluate content produced with Al tools.

Assessment Use
Al may be used to assist idea generation, planning, or checking grammar. It must not be used to produce full
responses in assessments unless explicitly approved.

Please see the Exams policy for full details on how Al can be used for exams or assessments

Recording and transcribing meetings using Al

Staff must not use non-approved Al tools, including personal Al accounts, to record meetings, conversations,
or lessons without explicit written consent and prior authorisation from the Trust. All recordings must be
processed and stored within Trust-approved systems compliant with GDPR.

Staff can use MS Teams to record and transcribe meetings but must not move the files to any external
location. They must remain in the users One Drive folder.

Prohibited Use
o Never imitate someone without their explicit consent using generative Al.
e Never create illegal, discriminatory, defamatory, or inappropriate content.
o Never share confidential or sensitive information with unauthorised individuals.
e Never compromise the security or integrity of the schools using generative Al systems.
e Always comply with data protection and privacy laws.
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9.1.6 Prompt Guidance for Safe and Secure Al Use

Using Prompts to Create High-Quality, Safe Content
When using generative Al tools, the quality of the content produced is directly influenced by the prompts
provided. To ensure content is appropriate, professional, and safe:

e Use clear, respectful, and specific prompts that align with the intended educational or administrative
purpose.

e Avoid vague or open-ended instructions that could result in inappropriate, biased, or low-quality
outputs.

e Regularly review and critically assess Al-generated outputs before use to ensure they meet Trust
standards for professionalism, accuracy, and inclusivity.

Security and Data Protection when Creating Prompts
Staff must take extreme care not to include any sensitive, personal, or confidential information in prompts
or uploads. This includes, but is not limited to:

e Student names, addresses, dates of birth, or other personally identifiable information (Pll).

e Staff personnel information or any internal documentation not approved for external sharing.

e Information relating to student attainment, safeguarding cases, behavioural records, or health-
related data.

Only anonymised, non-sensitive data should be used within prompts.
If in doubt about the content of a prompt or any potential data risk, staff must consult the Data Protection
Officer or the Director of IT before proceeding.

Reminder

Use only Trust-approved Al tools for any activities involving Trust data. The use of unapproved tools —
especially those hosted externally — risks serious breaches of GDPR and other safeguarding responsibilities
and is strictly prohibited.

9.1.7 Use of Al for Data Analysis (Staff)

The Trust recognises the potential for generative and analytical Al tools to support data analysis, helping
staff to make informed decisions, identify trends, and improve educational outcomes. When used safely and
appropriately, Al can enhance our ability to manage and understand data.

Permitted Use
Staff may use approved Al tools, such as Microsoft Copilot, to assist with:

e Analysing large sets of anonymised school or Trust data.

e Summarising trends, patterns, or anomalies within data sets.

e Automating repetitive tasks, such as basic reporting or formatting.

e Supporting decision-making through insights and predictions based on existing data.
e Enhancing presentations and reports with clear, data-driven narratives.

All Al-supported data analysis must serve educational, operational, or administrative purposes directly linked
to the Trust’s objectives.
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Data Protection and Security
Staff must never upload, share, or process confidential, personal, or sensitive information using any third-
party Al service not approved by the Trust.

Currently, the only Al tool approved for processing Trust data is Microsoft Copilot, which securely stores
and manages data within the Trust’s protected Microsoft 365 environment.

Staff must not upload Trust data, pupil records, personnel information, safeguarding information, or
financial details to any external Al platforms, such as:

e ChatGPT, Bard, Gemini, Claude, or similar public Al tools.
o Any website or app not explicitly approved by the Trust's Director of IT.

Uploading Trust data to unapproved platforms risks:

e Breach of the UK GDPR and Data Protection Act.
e Exposure of sensitive information to third parties.
e Disciplinary action and potential legal consequences.

Good Practice for Al in Data Analysis
When using approved Al tools for data analysis, staff must:

e Ensure data sets are anonymised where possible.

e Review Al outputs critically for accuracy and bias.

o Verify insights before making key decisions.

e Keep records of Al-assisted analysis when used in reporting or audits.

e Seek advice from the IT department or Data Protection Officer if unsure about the suitability of data
for Al processing.

9.1.8 Use of Unapproved Third-Party Tools and Services (Shadow IT)

To protect pupil and staff data, all software, web applications, and cloud-based services must be vetted for
compliance with data protection legislation (UK GDPR) and safeguarding standards before use.

Staff must adhere to the following rules regarding third-party services:

e Staff must not create accounts on unapproved third-party educational platforms, websites, or apps
using their Trust email address without prior authorisation from the Director of IT.

e Staff must never upload, input, or sync Trust data—especially personally identifiable information
(PN) regarding pupils or colleagues—into unapproved external services.

e The use of "free" educational web tools is strictly prohibited if it requires sharing pupil names, email
addresses, or assessment data to create accounts.

If staff wish to use a new digital tool or platform for teaching, learning, or administration, they must submit a
request to the IT team to ensure it meets our security, data protection, and privacy standards prior to
adoption.

For the list of approved Al apps and more information about requesting access to Al tools, please see the
following page.

12



IT Services Hub - Artificial Intelligence

9.2 Personal Use

9.2.1 Using Trust IT facilities for personal use

While personal use of IT facilities is permitted, staff are reminded to use their professional judgment to ensure
that usage does not affect work responsibilities or disrupt learning environments. The Executive Team may
withdraw permission for it at any time or restrict access at their discretion.

Personal use is permitted provided that such use:

e does not take place during contact time, teaching hours or non-break time
e does not constitute ‘unacceptable use’, as defined in section 4
o takes place when no pupils are present
e does not interfere with their jobs, or prevent other staff or pupils from using the facilities for work or
educational purposes
Staff may not use the Trust’s IT facilities to store personal non-work-related information or materials (such as
music, videos, or photos).

Staff should be aware that use of the Trust’s IT facilities for personal use may put personal communications
within the scope of the Trust’s IT monitoring activities (see section 5.5). Where breaches of this policy are
found, disciplinary action may be taken.

9.2.2 Using personal IT (e.g. phones, laptops) for work purposes

Staff are permitted to use their personal devices (such as mobile phones, laptops, or tablets) in line with the
Trust’s safeguarding, homework, and data protection policies. Personal phones cannot be used to make
work related calls but can be used to access emails and files.

All staff members must take appropriate steps to ensure their devices remain secure. This includes, but is
not limited to:

e creating a separate login for work-related activities, on laptop and desktop computers where
multiple accounts can be created (e.g. on Apple macOS or Microsoft Windows laptops)

o keeping the laptop or desktop machine password-protected with a strong password (see here and
here for further guidance about using strong passwords)

e setting a passcode on your tablet or phone to help protect your data, and where available use
biometric logins (such as fingerprint or facial recognition) instead of a passcode

e ensuring the hard drive of the device is encrypted: this means if the device is lost or stolen, no one
can access the files stored on the hard drive by attaching it to a new device

e making sure the device locks if left inactive for a period of time

e not sharing the device among family or friends

e installing anti-virus and anti-spyware software

e keeping operating systems up to date — always install the latest updates

e using Microsoft’s own applications for work communication (rather than the built-in or other 3™
party tools) where available (e.g. Microsoft Teams rather than WhatsApp or iMessage for instant
messaging; Microsoft Teams rather than Skype or FaceTime for video calls; the Microsoft Outlook
desktop application or the Web-based client rather than the built-in Apple or Android mail software
for emails)

e To ensure the privacy and safeguarding of pupils, staff, and visitors, the wearing or use of smart
glasses, or any other emerging wearable technologies capable of discreetly recording audio, video, or

13


https://haberdashersaskes.sharepoint.com/:u:/r/sites/IT-Services/SitePages/A.I.aspx?csf=1&web=1&e=5CcZ64
https://www.ncsc.gov.uk/collection/top-tips-for-staying-secure-online/use-a-strong-and-separate-password-for-email
https://support.microsoft.com/en-us/windows/create-and-use-strong-passwords-c5cebb49-8c53-4f5e-2bc4-fe357ca048eb

capturing images on school premises, is strictly prohibited. Staff must ensure that no personal devices
are used to capture media of individuals around the Trust without explicit, documented authorisation.

Personal data about pupils, colleagues or parents should not be downloaded or saved to personal devices.

Staff should be aware that personal use of IT (even when not using Trust IT facilities) can impact on their
employment by, for instance putting personal details in the public domain, where pupils and parents could
see them.

Staff must follow the Trust’s guidelines on social media and policy on the use of email and messaging tools
(see section 5.1.1) to protect themselves online and avoid compromising their professional integrity.

9.2.3 Use of Internet Accounts

Staff should be aware that the incorrect use of internet accounts (such as those provided by Google, Apple’s
iCloud and Facebook) which offer synchronisation tools for data such as apps, photos, notes and contacts
presents a number of risks to both staff and the Trust.

These tools may synchronise data which puts the staff member in breach of the Trust’s policies or may put the
data within the scope of the Trust’s IT monitoring activities (see section 5.5). Where breaches of this policy
are found, disciplinary action may be taken.

As a result, staff must not:

e use personal internet synchronisation accounts on school-owned devices

e configure any personal device with a school account other than their own unique login

e use Microsoft’s apps for work communication on personal devices, to prevent synchronisation of
potentially sensitive data into personal internet accounts

9.2.4 Personal social media accounts
Members of staff should ensure that their use of social media, either for work or personal purposes, is always
appropriate.

The Trust has guidelines for staff on appropriate security settings for social media accounts (see social media
guidance on the Intranet).

9.3 Remote access

We allow staff to access the Trust’s IT systems outside of school.

Microsoft’s Office 365 (comprised of SharePoint, Outlook, Teams, and other applications) is the main platform
used for work and collaboration within the Trust and can be accessed via any modern Web browser (whether
on a school-provided device, or a personal device).

If staff require access to local resources when working remotely, VPN access can be provided. If you require
this service, please contact your IT support team. When using a personal device, staff members must take
appropriate steps to ensure their devices remain secure (see section 5.2.2).

Staff accessing the Trust’s IT facilities and materials remotely must abide by the same rules as those accessing
the facilities and materials on-site. Staff must be particularly vigilant if they use the Trust’s IT facilities outside
the Trust and take such precautions as the Executive Team may require from time to time against importing
viruses or compromising system security.
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Our IT facilities contain information which is confidential and/or subject to data protection legislation. Such
information must be treated with extreme care and in accordance with our data protection policy.

9.4 Trust social media accounts

The Trust has an official Twitter and LinkedIn page, managed by Central Services. The Trust’s schools also have
their own official Twitter and Instagram accounts, which are managed by school staff. Staff members who
have not been authorised to manage, or post to, the account, must not access, or attempt to access these
accounts.

The Trust has guidelines for what can and cannot be posted on its social media accounts. Those who are
authorised to manage the account must ensure they abide by these guidelines Communications Toolkit.

9.5 Monitoring of the Trust network and use of IT facilities

The Trust reserves the right to monitor the use of its IT facilities and network. This includes, but is not limited
to, monitoring of:

e internet sites visited

e bandwidth usage

e email accounts

e telephone calls

e user activity/access logs

e any other electronic communications

Only authorised staff may inspect, monitor, intercept, assess, record, and disclose the above, to the extent
permitted by law.

The Trust monitors IT use to:

e obtain information related to Trust business

e investigate compliance with Trust policies, procedures, and standards

e ensure effective Trust and IT operation

e conduct training or quality control exercises

e prevent or detect crime

e comply with a Subject Access Request (GDPR), Freedom of Information request (FOIA), or any other
legal obligation

Network activity is continuously monitored through safeguarding solutions, including Smoothwall Monitor
and Netsupport School. Website access is logged, and any attempts to visit inappropriate sites are identified
and reported to the Designated Safeguarding Lead. These systems enable the Trust to proactively block or
filter websites classified as unsuitable. Please note that any attempts to access restricted content, circumvent
security filters, or misuse Trust devices will generate an automatic alert to your school’s DSL.

10 Procurement of Digital Software and Resources
To ensure that all technology aligns with our strategic direction, security standards, and data protection

requirements, strict procedures apply to the budgeting and procurement of digital software, applications, and
online educational resources.
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Staff must adhere to the following processes before committing to any new digital tools:

Mandatory IT Consultation: Staff must consult with the IT department before ordering, budgeting
for, or signing up for any new digital software, web service, or application. This applies to both paid
subscriptions and "free" resources or trials.

Cloud-First and SSO Integration: We operate a strict "cloud-first" approach to IT infrastructure.
Any new digital service or platform must be cloud-based and fully compatible with our existing
Single Sign-On (SSO) solution. This ensures that access remains secure, audited, and easily
manageable for all staff and pupils without the need for standalone passwords.

Data Protection Privacy Impact Assessments (DPIA): Prior to the purchase or adoption of any
new digital resource, a Data Protection Privacy Impact Assessment (DPIA) must be completed and
approved. This is a requirement to ensure the software complies with UK GDPR and our stringent
safeguarding and data protection standards.

Al Assessments: If the proposed software, platform, or resource incorporates artificial intelligence
(generative or analytical) in any capacity, a formal Al Assessment must also be completed and
authorised by the Director of IT before procurement can proceed.

Failure to follow these procurement steps may result in the software being actively blocked on the network.
The organisation will not be held liable for any unauthorised financial commitments or contracts entered
into by staff without prior IT approval.

11. Related documents

This policy refers to, and complies with, the following legislation and guidance:

Data Protection Act 2018

The General Data Protection Regulation

Computer Misuse Act 1990

Human Rights Act 1998

The Telecommunications (Lawful Business Practice) (Interception of Communications) Regulations
2000

Education Act 2011

Freedom of Information Act 2000

The Education and Inspections Act 2006

Keeping Children Safe in Education 2023

Searching, screening and confiscation: advice for schools
National Cyber Security Centre (NCSC)

Education and Training (Welfare of Children Act) 2021
Generative Artificial Intelligence in Education
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