Haberdashers’

Academies Trust

Student Acceptable Use of IT: The Golden Rules

Welcome to your quick overview of what you need to know and do to use the Trust’s IT facilities safely, responsibly, and
effectively.

t Security & Accounts
o Keep passwords private: Create strong passwords, keep them secure, and never share your log-in details with
anyone else.
e Lockit down: Always log out or lock your computer or device when you walk away, especially at the end of every
school day.
e Smart tech boundaries: Smart glasses, smartwatches, or any wearable technology capable of discreetly
recording audio, photos, or video must be turned off and kept out of sight.

l:l Data & Confidentiality
e Protect privacy: Never share confidential information about your school, staff members, or your fellow pupils.
e Plan your exit: When you eventually leave the Trust, your accounts and OneDrive data will be permanently
deleted. It is your responsibility to save any personal work you wish to keep onto your own personal storage
before you go.
e  Return your kit: Any loaned school property, including laptops and chargers, must be returned to the IT office
in good working order before your last day.

Al & Digital Tools

e Think, try, learn before you use Al: Al can support your learning, but it should never replace your thinking or
the productive challenge that helps you learn. Always attempt the task yourself first. Use Al only when it is
appropriate, permitted by your teacher and genuinely helpful. Only use Trust-approved Al tools, never present
Al-generated work as your own, and never enter personal or confidential information into an Al tool.

e Approved tools only: Only use generative Al tools and platforms that have been officially approved by the Trust
and permitted by your teacher.

e A partner, not a shortcut: Use Al to assist with planning, or checking spelling and grammar. Do not use it to
write full answers, essays, or coursework; doing so is considered academic dishonesty.

o Keep personal data out: Never type or upload personal, confidential, or sensitive details—such as full names,
photos, school records, or health information—into Al tools.

e Be critical: Al tools frequently make mistakes, present false information, or show bias. Always critically review
and verify any content generated by Al before using it.

Communications & Behaviour

e Show digital citizenship: Treat others with respect online. Never use the technology to bully, harass, use
offensive language, or promote unlawful discrimination.

o Keep content appropriate: Do not look up, store, create, or share material that is offensive, or inappropriate.

e Care for your devices: Look after school-provided devices, keep them away from food and drinks, and do not
alter their appearance with stickers or markers. Never tamper with or remove official asset tags.

e Expect monitoring: For your safety, the school network is continuously monitored using tools like Smoothwall
Monitor and NetSupport School. Attempting to access restricted items will automatically alert your school's
Designated Safeguarding Lead (DSL).

? What To Do If You Are Unsure (or Make a Mistake)

e Report mistakes honestly: If you accidentally click on a suspicious link, open a strange attachment, lose a device,
or think someone else knows your password, tell a teacher, the IT Support Team, or your DSL immediately. You
will not be in trouble for genuine mistakes if you report them straight away.

e Speak up about online concerns: If you receive threatening messages or accidentally access an inappropriate
website, do not delete the messages or close the screen. Leave it visible and show a trusted adult, such as your
teacher or Head of Year, so they can help investigate.

e Ask when in doubt: If you are ever unsure whether an app, an Al tool, or an activity is allowed, simply check
with your teacher or visit your school's IT office.

Please Note: These rules are designed to keep you and our school community safe. Serious or repeated breaches of this
policy will result in disciplinary sanctions in line with the behaviour policy, up to and including permanent exclusion.
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1. Rationale

Information Technology (IT) is integral to the work we do at the Haberdashers’ Academies Trust South and its
schools, and it is a critical resource for all pupils. It supports teaching and learning, pastoral, and administrative
functions of our schools.

However, our IT resources and facilities also pose risks to data protection, cyber security, online safety and
safeguarding. This policy sets out how we will make the best use of our IT resources while safely managing
those risks.

This policy covers use of the Trust’s IT facilities, resources, and best practices for students.

2. Aims

This policy aims to:

1. set guidelines and rules on the use of Trust IT resources for all pupils

2. establish clear expectations for the way all students of our school communities engage with each other
online

3. support our policies on data protection, online safety and safeguarding

4. prevent disruption to the Trust through the misuse, or attempted misuse, of IT systems

5. support our schools in teaching pupils safe and effective internet and IT use

3. Scope:

Definitions

“The Trust”: Haberdashers’ Academies Trust South, including all its schools and business units. This policy
applies to all pupils in every school and every part of Haberdashers’ Academies Trust South, including when
working remotely

“IT facilities”: includes all facilities, systems and services including but not limited to network infrastructure,
desktop computers, laptops, tablets, phones, music players or hardware, software, websites, web applications
or services, and any device system or service which may become available in the future which is provided as
part of the IT service

“Users”: anyone authorised by the school or the Trust to use the IT facilities, including governors, staff, pupils,
volunteers, contractors, and visitors



“Personal use”: any use or activity not directly related to the users’ employment, or study

“Authorised personnel”: employees authorised by the Trust to perform systems administration and/or
monitoring of the IT facilities

“Materials”: files and data created using the IT facilities including but not limited to documents, photos, audio,
video, printed output, web pages, social networking sites, and blogs

4. Implementation:

Acceptable Use

The following is considered unacceptable use of the Trust’s IT facilities by any user. Any breach of this policy
may result in disciplinary or behaviour proceedings (see section 4.2 below).

Unacceptable use of the Trust’s IT facilities includes, but is not limited to:

For clarity, these examples can be read as falling into five broad areas: unlawful or harmful conduct,
inappropriate content, data and confidentiality breaches, unauthorised access or system changes, and misuse
of Trust equipment or networks.

e using the Trust’s IT facilities to breach intellectual property rights or copyright

e using the Trust’s IT facilities to bully or harass someone else, or to promote unlawful discrimination

e breaching the Trust’s policies or procedures

e any illegal conduct, or statements which are deemed to be advocating illegal activity

e online gambling, inappropriate advertising, phishing and/or financial scams

e accessing, creating, storing, linking to, livestreaming, or sending pornographic, nude or semi-nude,
offensive, obscene, or otherwise inappropriate material

e using Trust IT facilities in a way that defames, disparages, or risks bringing the school or the Trust into
disrepute

e accessing, modifying, sharing, or disclosing confidential or personal data, including information about
the Trust, its pupils, or other individuals, without authorisation or a legitimate reason

e connecting devices, installing software or applications, setting up web services, or using programs or
tools on the Trust’s network without approval from authorised personnel

e gaining, attempting to gain, allowing, encouraging, or enabling unauthorised access to restricted areas
of the network, password-protected information, Trust IT facilities, accounts, or data

e intentionally damaging, removing, deleting, disposing of, or tampering with IT equipment, systems,
programs, information, or data without permission from authorised personnel

e using inappropriate or offensive language

e promoting a private business, unless that business is directly related to the Trust

e using websites or mechanisms to bypass the Trust’s filtering mechanisms

e engaging in content or conduct that is radicalised, extremist, racist, anti-Semitic, or discriminatory in
any other way

This is not an exhaustive list. The Trust reserves the right to amend this list at any time. The Executive Team
will use professional judgement to determine whether any act or behaviour not on the list above is considered

unacceptable use of the Trust’s IT facilities.



4.1 Exceptions from Unacceptable Use

Where the use of school IT facilities is required for a purpose that would otherwise be considered an
unacceptable use, exemptions to the policy may be granted at the Principal’s discretion, if they judge that
there is a legitimate reason for this use and that it is not unlawful.

Where these exemptions may affect the security or integrity of the Trust’s IT facilities, authorisation must be
sought from the Director of IT.

Exceptions should be recorded and communicated in writing by the Principal to the school’s IT Manager,
Business Manager and the Director of IT.

4.2 Sanctions for breaching this policy

Breaches of this policy may result in sanctions against the individuals responsible for those breaches. The
sanctions will be appropriate to the nature of the breach this could include sanctions under the behaviour
policy up to and including permanent exclusion.

5. Data security

5.1.1 Passwords

All users of the Trust’s IT facilities should set strong passwords for their accounts and keep these passwords
secure. A password policy is in place on our systems to prevent the use of weak passwords, and passwords
will require changing periodically.

Users are responsible for the security of their passwords and accounts, and for setting permissions for
accounts and files they control.

Pupils who disclose account or password information may face disciplinary action and may have their access
rights revoked.

Any personal devices accessing the Trust’s network (whether remotely or within school) should be configured
with a complex password or passcode to prevent unauthorised access and should be screen-locked or logged
out when not in use.

5.1.2 Multifactor Authentication (MFA)

To provide an extra layer of security for your school account and personal work, we highly recommend that
all students set up Multifactor Authentication (MFA).

MFA requires you to provide a second form of identification (such as a code sent to your mobile phone or an
approval via an authenticator app) when logging in from a new device. This helps to ensure that even if
someone guesses your password, they cannot access your account.

You can set up MFA for your school Microsoft account by visiting the Microsoft security portal at:
https://aka.ms/MFASetup and following the on-screen instructions. If you need help setting this up, please
visit the IT Support Team.



https://aka.ms/MFASetup

5.2 Software updates, firewalls, and anti-virus software

All the Trust’s IT devices that support software updates, security updates, and anti-virus products will be
configured to perform such updates regularly and/or automatically.

Users must not circumvent or make any attempt to circumvent the administrative, physical, and technical
safeguards we implement and maintain to protect personal data and the Trust’s IT facilities.

Any personal devices using the Trust’s IT facilities (either remotely or within school) must operate with the
latest security updates installed. All available critical and important security updates must be installed within
14 days of release to reduce the threat of a cyber security breach. Anti-virus software must be installed if
available and be kept up-to-date. Information on protecting your device is available here.

5.3 Data protection

All personal data must be processed and stored in line with data protection regulations and the Trust’s Data
Protection Policy, which can be found on the Trust and school websites.

5.4 Access to facilities and materials

All users of the Trust’s IT facilities will have clearly defined access rights to Trust systems, files, and devices.
These access rights are managed by the Trusts IT team.

Users should not access, or attempt to access, systems, files, or devices to which they have not been granted
access. If access is provided in error, or if something a user should not have access to is shared with them, they
should alert the IT manager immediately.

Users should always log out of systems or lock their equipment when they are not in use to avoid any
unauthorised access. Equipment and systems should always be logged out of at the end of each working day.

5.5 Encryption

The Trust ensures that its devices and systems have an appropriate level of encryption.

Personal devices such as phones, tablets and laptops that are connected to our systems must be protected
with encryption if available. Information on protecting your device is available here.

5.6 USB hard drives

Use of removable storage devices such as USB hard drives or ‘memory sticks’ is prohibited. If you need to use
an external device, you will need to get the access approved by your local IT Team. Where removable media
is authorised, it must be encrypted where appropriate and used only for the approved educational purpose.

5.7 Reporting Mistakes and Cyber Incidents

We understand that mistakes happen. If you accidentally do something that might risk your data or the
school’s network, the most important thing is to tell someone straight away.

You must report it immediately to a teacher, the IT Support Team, or your school's Designated Safeguarding
Lead (DSL) if you:


https://www.ncsc.gov.uk/guidance/securing-your-devices
https://www.ncsc.gov.uk/guidance/securing-your-devices

e Accidentally click on a suspicious link or open a strange email attachment.
e Think someone else knows your password or has logged into your account.
e Notice unusual activity on your account.

e Lose a school-provided device.

Reporting these mistakes quickly helps us fix the problem and protect the school. You will not be in trouble
for making a genuine mistake if you report it honestly and immediately.

1. Internet access

The Trust’s Internet connection is secured using a firewall and other network security technologies.

Wireless access to the Internet is provided in most areas in school. Personal devices should be connected to
the ‘HAB-BYOD’ wireless network (using your Office 365 login). School-managed devices automatically make
use of the ‘HAB-Wifi’ wireless network (users must not connect personal devices to this network).

Access to the Web is filtered, in line with legislation. If an appropriate site has been filtered in error, the Trust
IT team can be informed via the link in the resulting error message, or via the service desk. If an inappropriate
site can be accessed that the filter hasn’t identified, a member of staff must be informed.

Internet access is filtered, in line with legislation, and should not be used for any purpose considered as
unacceptable use of the Trust’s IT facilities.

7. Communications

This policy is available on the Intranet, which can be accessed by all Trust staff. All new staff joining the Trust
will be requested to read and understand this policy as part of their Induction.

8. Monitoring & Review

The Trust Executive and the Director of IT will monitor the implementation of this policy, including ensuring
that it is updated to reflect the needs and circumstances of the Trust and its schools.

This policy will be reviewed annually. The Trust’s Senior Directors are responsible for approving this policy.

8.1 Monitoring of the Trust network and use of IT facilities

The Trust reserves the right to monitor the use of its IT facilities and network. This includes, but is not limited
to, monitoring of:

e internet sites visited

e bandwidth usage

e email accounts

e telephone calls

e user activity/access logs

e any other electronic communications
Only authorised staff may inspect, monitor, intercept, assess, record, and disclose the above, to the extent
permitted by law.

The Trust monitors IT use to:



e obtain information related to Trust business

e investigate compliance with Trust policies, procedures, and standards

e ensure effective Trust and IT operation

e conduct training or quality control exercises

e prevent or detect crime

e comply with a Subject Access Request (GDPR), Freedom of Information request (FOIA), or any other
legal obligation

Network activity is continuously monitored through safeguarding solutions, including Smoothwall Monitor
and Netsupport School. Website access is logged, and any attempts to visit inappropriate sites are identified
and reported to the Designated Safeguarding Lead. These systems enable the Trust to proactively block or
filter websites classified as unsuitable. Please note that any attempts to access restricted content, circumvent
security filters, or misuse Trust devices will generate an automatic alert to your school’s DSL.

8.2 Safeguarding and Reporting Online Concerns

The Trust’s IT systems are designed to keep you safe, but if you ever see or experience something online that
makes you feel uncomfortable, upset, or unsafe, you must tell a trusted adult.

You should report it immediately to your teacher, Head of Year, or the Designated Safeguarding Lead (DSL) if:

e You receive hurtful, bullying, or threatening messages online.

e Someone asks you to share personal information or inappropriate images.

e You accidentally access a website that contains offensive, upsetting, or inappropriate content that the
school's filter did not block.

e Do not use Al to help you respond to safeguarding concerns, bullying, threats or inappropriate
messages. Always tell a trusted adult.

f you receive inappropriate messages or encounter concerning online content, do not delete, copy, forward
or share it. Report it immediately to a trusted adult. If it is safe to do so, leave the message or webpage
available so it can be investigated. If the content is sexual, violent or particularly distressing, stop viewing it
and tell a trusted adult immediately.

9. Pupils

9.1 Access to Trust IT facilities and materials

The Trusts IT team manage access to the Trust’s IT facilities and materials for its pupils. That includes, but is
not limited to:

e computers, laptops, tablets, phones, and other devices
e access permissions for certain programmes or files

Pupils must not access or use IT suites without a teacher or a member of support staff being present. If
provided with a laptop, it must be signed for by the pupil using it and be used for education purposes only and
returned promptly when asked to do so.



Pupils will be provided with unique log-in/account information and passwords that they must use when
accessing the Trust’s IT facilities.

IT support for these facilities and materials is provided by the Trusts IT team in which the student resides. In
the event of a support issue, pupils should either contact their teacher, who will contact the IT team on their
behalf, or visit the IT office.

9.1.1 Device Care and Personalisation

When the Trust provides you with a device (such as a laptop or tablet), you are responsible for keeping it safe
and in good condition.

e Care: Always carry your device safely (e.g., in a protective case or bag if one is provided) and keep it
away from food and liquids.

e Personalisation: The device remains the property of the Trust. You must not alter its physical
appearance. This means you must not apply stickers, decals, draw, paint, or make permanent marks
on the device or its case. Official school asset tags must not be removed or tampered with.

e Damage: If your device is accidentally damaged or stops working, you must report it to your teacher
or the IT Support Team immediately so it can be repaired.

9.2 Personal use

Each school has its own policy for managing mobile phones and smart technology on site.

6™ Form students may use the school’s Wi-Fi (see section 6.1) with their personal devices.

9.3 Search and deletion

Under the Education Act 2011, and in line with the Department for Education’s guidance on searching,
screening and confiscation, the Trust has the right to search pupils’ phones, computers or other devices for
pornographic images or any other data or items banned under Trust rules or legislation.

Where necessary to protect pupils, investigate concerns or maintain the security of Trust systems, authorised
staff may examine relevant files or data in accordance with school procedures and statutory guidance.
Information may be retained, removed or shared with appropriate agencies where required. Where there are
safeguarding, behaviour, disciplinary or legal reasons, the Trust may retain relevant digital information or
evidence in accordance with its Data Protection, Records Management and Safeguarding policies. Information
will not be retained longer than is necessary.

9.4 Use of Al

Use of Generative Al (Students)
Artificial Intelligence (Al), including generative Al, can be a valuable tool for learning when used safely,
responsibly and ethically.

Al should help you think, not do the thinking for you. Think, try and learn before you use Al. Real learning
happens when you engage with challenges yourself, so Al should be used only when it is appropriate and
genuinely supports your understanding.

You remain responsible for all work you submit, whether or not Al has been used.


https://www.gov.uk/government/publications/searching-screening-and-confiscation
https://www.gov.uk/government/publications/searching-screening-and-confiscation

These expectations apply whenever you use Al for schoolwork or Trust-related activities, whether you are in
school or elsewhere.

Only Al tools approved by the Trust may be used for schoolwork.

9.4.1 You may use Al to
You may use approved Al tools to support your learning by:

e explaining concepts in different ways;

e helping you revise or test your understanding;

e providing hints or guidance after you have genuinely attempted a task yourself;
e helping you develop ideas or improve your own work;

e improving spelling, grammar or clarity; and

e supporting creativity where your teacher has permitted it.

Always think critically about Al responses, as they may be inaccurate, incomplete or biased.

9.4.2 You must ask your teacher before using Al to
You must have your teacher's permission before using Al for:

e homework, coursework or assessed work where Al has not already been authorised;
e creating images, presentations, audio, video or computer code for schoolwork;

e translation where language skills are being assessed; or

e drafting significant sections of work.

Where Al use is permitted, follow your teacher's instructions and acknowledge your use of Al where required.
If you are unsure whether Al is appropriate for a particular task, ask your teacher before using it.

9.4.3 You must never use Al to
You must never use Al to:

e complete work that should demonstrate your own knowledge, understanding or thinking;

e avoid the effort of learning by asking Al to do your work for you;

e cheat in homework, coursework, tests or examinations;

e create fake evidence, references or quotations;

e upload personal, confidential or safeguarding information;

e impersonate another person or create fake messages, images, videos or voice recordings (deepfakes);
o bully, threaten, embarrass or harm another person;

e create, access or share harmful, abusive, discriminatory or illegal content; or

e bypass Trust security, filtering or monitoring systems.

9.4.4 Using Al responsibly
When using Al you must:

e think, try and engage with the learning before using Al;

e use Al only when it is appropriate, permitted and genuinely helpful;

e use Al to help you move forward, not to avoid the challenge that helps you learn;
e think critically about the information it provides;

e check important facts using reliable sources;

e ensure your work reflects your own understanding;



e acknowledge Al use where instructed by your teacher; and
e be able to explain everything you submit.

Learning comes from thinking, questioning and sometimes struggling. Al can support your learning, but it
cannot do the learning for you. Al can make mistakes, but it cannot take responsibility for your work—you
can.

9.4.5 Looking after yourself and others
Al is not a trusted adult.

Do not use Al instead of speaking to a parent, carer, teacher or another trusted adult if you are worried, upset
or feel unsafe.

Never share personal information, family circumstances, health information, safeguarding concerns or
confidential school information with an Al tool.

If Al produces anything inappropriate, harmful or concerning, stop using it immediately and report it to a
trusted adult. Do not delete the content unless you are instructed to do so by a member of staff, as it may
need to be preserved as evidence.

Summary

Only use Trust-approved Al tools for school work.

Be respectful, responsible, and critical when using Al.

Use Al as a learning partner, not a shortcut — always ensure your work reflects your own understanding.
Ask your teacher if you are unsure whether Al use is appropriate for a particular task.

X Never upload personal, pupil, or confidential information.

X Never use Al to bully, impersonate, or harm others.

If students have questions about how or when to use Al, they are encouraged to speak with a teacher. We
want everyone to feel confident, informed, and supported in their use of new technologies.

As Al technology evolves, so will our approach. This policy will be reviewed regularly to ensure it remains
current, effective, and aligned with best practice.

9.5 Smart Glasses and Wearable Technology

To protect the privacy and safety of all pupils and staff, you must not use or wear smart glasses, smartwatches,
or any other wearable technology capable of discreetly recording audio, taking photos, or capturing video
while on school premises. If you bring these items to school, they must be turned off and kept out of sight in
line with your individual school's mobile phone and smart technology policy.

9.5.1 Medical and accessibility needs

These expectations may be adjusted where a pupil needs technology for a medical reason, disability, special
educational need or agreed accessibility support. Any exception must be agreed with the school and recorded
in the pupil’s support plan, healthcare plan or other authorised arrangement. Pupils must use the technology
only for the agreed purpose and follow any conditions set by the school.
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9.6 Leaving the School (Leavers Process)

When you leave the Trust (for example, moving to a different school, or finishing Year 11 or Year 13), you must
ensure that all school property is returned and your personal files are saved.

10.

Returning Devices: Any laptops, chargers, or other IT equipment loaned to you must be returned to
the IT office in good working order before your last day.

Your Data: Your school email account, OneDrive, and access to all Trust systems will be permanently
deleted shortly after you leave. It is your responsibility to save any personal work or files you wish to
keep onto a personal USB drive or personal cloud storage before your account is closed.

Parents and guardians

Access to IT facilities and materials

Parents and guardians do not have access to the Trust’s IT facilities as a matter of course.

However, parents and guardians working for, or with, the Trust in an official capacity (for instance, as a
volunteer or as a member of the PTA) may be granted an appropriate level of access or be permitted to use
the Trust’s facilities at the Executive Team’s discretion.

Where parents or guardians are granted access in this way, they must abide by the Guests Acceptable Use

Policy

12. Related documents

This policy refers to, and complies with, the following legislation and guidance:

Data Protection Act 2018

The General Data Protection Regulation

Computer Misuse Act 1990

Human Rights Act 1998

The Telecommunications (Lawful Business Practice) (Interception of Communications) Regulations
2000

Education Act 2011

Freedom of Information Act 2000

The Education and Inspections Act 2006

Keeping Children Safe in Education 2023

Searching, screening and confiscation: advice for schools
National Cyber Security Centre (NCSC)

Education and Training (Welfare of Children Act) 2021
Generative Artificial Intelligence in Education
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https://haberdashersaskes.sharepoint.com/:b:/r/sites/PoliciesandPractices/Policies/Trust%20Policies/IT%20and%20Data%20Policies/Acceptable%20Use%20-%20IT/Acceptable%20Use%20of%20IT%20Policy%20-%20Guest%20-%202025.pdf?csf=1&web=1&e=AjTrkh
https://haberdashersaskes.sharepoint.com/:b:/r/sites/PoliciesandPractices/Policies/Trust%20Policies/IT%20and%20Data%20Policies/Acceptable%20Use%20-%20IT/Acceptable%20Use%20of%20IT%20Policy%20-%20Guest%20-%202025.pdf?csf=1&web=1&e=AjTrkh
http://www.legislation.gov.uk/ukpga/2018/12/contents/enacted
https://eur-lex.europa.eu/legal-content/EN/TXT/HTML/?uri=CELEX:32016R0679
https://www.legislation.gov.uk/ukpga/1990/18/contents
https://www.legislation.gov.uk/ukpga/1998/42/contents
https://www.legislation.gov.uk/uksi/2000/2699/regulation/3/made
https://www.legislation.gov.uk/uksi/2000/2699/regulation/3/made
http://www.legislation.gov.uk/ukpga/2011/21/section/2/enacted
https://www.legislation.gov.uk/ukpga/2000/36/contents
https://www.legislation.gov.uk/ukpga/2006/40/part/7/chapter/1
https://www.gov.uk/government/publications/keeping-children-safe-in-education--2
https://www.gov.uk/government/publications/searching-screening-and-confiscation
https://www.ncsc.gov.uk/section/education-skills/cyber-security-schools
https://bills.parliament.uk/bills/2633
https://www.gov.uk/government/publications/generative-artificial-intelligence-in-education

